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Abstract

Digital Rights Management systems (DRMs) are means of assigning access to digital contents.
They are joint goods to digital contents and networks. This paper deals with the economic
characteristics of DRMs. First, it aims at defining the economic functions of DRMs, that is to
say content protection and versioning. In both of them, we underline what novelty is brought by
DRMs (compared to other exclusion and versioning tools). We then analyze the mechanisms of
DRMs adoption. The dynamics of encoding standards roll-out illustrate the importance of
network effects on complementary goods within dynamic vertical relations. This approach
provides understanding of the DRM standards competition within broadband networks, and
through other media distribution means. It concludes with implications for open architecture

networks.

Keywords: copyright, DRMs, standards adoption, network effects, vertical relations,

circumvention, media content distribution, network roll-out.

MEDIANET
IST-Project: FP6-507452

3/59



Economic Analysis of DRMs W

Table of contents

Acknowledgments 2
Abstract 3
Table of contents 4
Executive summary 6
1. Introduction 8
11 Economc definition of DRMs 8
12. Economicissues 9
1.21.  Network effects 9
122. Vetica relationsin the digital mediachain 9
1.2.3. DRMscompetitive arena 10

13 Content of the study 10

2. DRMs: protecting and versioning contents in the digital era 11
21 DRMs: anewtodl to protect contents in the digital era 11
21.1. DRMs: anew tool taking over the old function of protecting contents 11
21.2. DRMs: protecting content in the new digital economics of circumvention 18

22.  DRMs:anewtool to version contents in the digital era 22
2.21. DRMsand theversioning of digital contents 22
2.2.2. DRMsfilesversus other versions 26

3. Theroll-out of digital encoding technologies 30
31  Principles 30
311 Network effects 30
3.1.2. Veticd relationsin the digital media chain 33
3.1.3.  Compatibility and standardization: inter-technology versus intra-technology
competition 35

3.1.4. DRMscompetitive arenain the broadband environment 36

MEDIANET
IST-Project: FP6-507452

4/59



Economic Analysis of DRMs W

32 Casestudies 42
3.21.  Thecase of one-way networks 42
3.22.  Thecase of two-way networks 46

4.  Conclusion : Implication for open communication networks 52

41.  The central place of DRM for content delivery roll-out on open networks 52

42.  What may prevent the roll-out of DRMs? 53
Internet flate rate access pricing 53
Circumvention subsidy and DRMs vs. free contents competition 53
Competition between open and dedicated networks for content delivery 54

Bibliography 55
APPENDIX 1 57
APPENDIX 2 58
MEDIANET 550

IST-Project: FP6-507452



Economic Analysis of DRMs W

Executive summary

Digital Rights Management systems (DRMs) are means of assigning access to digital contents.
In other words, DRMs are technological tools designed for excluding consumers from
information goods, which, otherwise, would be public goods. In that function, they supplement
intellectual property rights whose economic role is to provide incentives in intellectual creation
by giving the owner atemporary monopoly on exploitation. Thisis why DRMs frequently refer

to “rights models’ asto define the range of accesses they grant.

By doing so, DRMs should also be considered as versioning tools, providing to each kind of
content, a pre-defined set of utilities: right to view (hear), modify, record, excerpt, trandate in
an other language, keep for a certain period, distribute, etc. In principle, these utilities do not
concern the information format of the version (quality, density, compression, languages...) but
only the liberality of use granted to the consumer. However, they can combine together so to

dispose the globa marketing strategy of the content owner.

Therefore, DRMSs are joint goods to digital contents and digital networks. This raises various

economic questions about vertical relations in complementary products.

In particular, the standardization of the DRMs is a key factor in the roll-out of the digita
equipment needed to handle the copyrighted files. The utility of a content player is proportional
to the number of available versioned contents. If the encoding is not standardized, then, each

equipment is dedicated to alimited range of contents and versions.

The adoption of standards is a key issue in the roll-out of digital networks. Standards largely
contribute to network effects which pull networks roll-out. With the most symbolic being the
Internet protocol, various types of standards, including content encoding (MPEG2, JPEG, Pdf,
MPEGH4, etc), have been adopted through a wide consensus of content, equipment and software
manufacturers. The oddness of DRMs regarding network effects is that, instead of expanding
the range of consumers, they exclude large numbers and build up artificia costs to content

diffusion.

This study therefore examines various adoption mechanisms of DRMs. Two main points
deserve specific attention. The first one is the economy of intellectua property in a digita

environment. The second is the adoption of digital encoding standards involving specific
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economic mechanisms, namely network effects on complementary goods within dynamic
vertical relations.

In order to illustrate these mechanisms, two main situations are looked at.

The first one concerns one-way networks (physical distribution, broadcast) whose utility
depends mainly on the availability of contents flowing downwards from the rights owner to the
consumer. We show that in that case, the network effects stem from the contents and are jointly
monitored by the content owners and the network stakeholders. The versioning mechanisms
associated with encoding standards, as well as the rent sharing issues resulting from the market

expansion, can then be jointly defined (ex: broadcast flag).

The second case concerns two-way networks like the Internet. We then show that the utility
stemming from personal communications can be strongly amplified by content sharing and
copyright circumvention. In that case, the network effects are monitored by the equipment side
only. During the broadband roll-out period, network stakeholders have little interest in DRMs
excluding consumers. However, powerful players like Microsoft can use this period to launch a

standards war.

The study concludes on the implications of these various standard adoption schemes for digita
content distribution and broadband networks: will DRMs reach a standard, what consequences
on the industrial organization of content distribution, what consequences for open access

networks?
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1. Introduction

1.1. Economic definition of DRMs

Digital Rights Management systems (DRMs) are means of assigning access to digital contents.
In other words, DRMs are, first of all, technological tools designed for excluding consumers
from information goods. In that function, they supplement intellectual property rights whose
economic role is to provide incentives in intellectual creation by giving the owner a temporary
monopoly on exploitation. This is why DRMs frequently refer to “rights models’ as to define

the range of accesses they grant.

By doing so, DRMs should also be considered as versioning tools, providing to each kind of
content, a pre-defined set of utilities: right to view (hear), modify, record, excerpt, trandate in
an other language, keep for a certain period, distribute, etc. In principle, these utilities do not
concern the information format of the version (quality, density, compression, languages...) but
only the liberality of use granted to the consumer. However, they can combine together so to
dispose the global marketing strategy of the content owner. DRMs can also track the uses made
of the copyrighted files and therefore help to market versions as well as to enforce copyright

laws. All this requires interfaces with complementary good suppliers (equipment).

Therefore, DRMs are simultaneously exclusion and versioning tools designing characteristics
which, in the pre-digital world, were basicaly supplied by physical supports: the hard back
copy of anovel, aLP record, afilm of celluloid, etc. Those physical supports were, on the one
hand, means of creating exclusion and rivalness (e.g. scarcity) on IP goods by bundling them
with private goods [Varian, 1998]. And on the other, versioning tools providing the consumer
with specific utilities attached to each support.

This double economic dimension of DRMs makes them difficult to isolate and analyze. For the
economist, DRMs are challenged both, as exclusion means, on their social utility (Scotchmer
and Park [2004]), as well as on their incentive efficiency in content creation and distribution.
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1.2. Economic issues

The economic questions to be addressed are: what might be the markets for DRMs and the
economic models applicable to their products? What implications for the broadband networks

open architecture model ?
121 Network effects

The above discussion points out the critical aspect of the DRMs as a complementary good.
DRMs are pieces of a chain composed of networks and contents. For that reason, they are
confronted with what economists call networks effects. Network effects reflect the fact that the
value of a product to any one consumer depends on how many consumers also use it. Combined
with economies of scale, network effects take a mgjor role in the roll-out of digital innovations.
One of their implications is the necessity to subsidize early adopters in order to reach the critica

mass beyond which theroll-out isirreversible.

Interoperability expands network effects to network complementary goods: it increases the
value of each product that can be consumed through different networks or devices, as well as
the value of the complementary network or devices. When it occurs, the reverse engineering
exemption reflects the will of the legislator (usually lobbied by the equipment industry) to

promote digital innovation through favoring interoperable systems.
122 \Vertica relations in the digital media chain

Complementary goods may appear within vertical relations. The economics of vertical relations
relate to incentives, market power and rent sharing issues along the production-distribution

chain. They offer ground to various strategic games.

The origindity of the digital media chain (copyright holders, editors, aggregators, distributors,
retailers, network operators, access providers, equipment manufacturers...) is that one of the
complementary goods are the media contents whose economics rely on IP rights. Those are
strongly challenged by digitization. This means that copyright circumvention should not be
understood only as a legal matter, but also as a means to subsidize network effects and to shape
vertical relations in the digital media chain. In other words, because of these vertica relations,
networks may have interest in distributing circumvented contents as long as free content (like
P2P file sharing) subsidizes their roll-out.

DRMs offering content access and copy control emerge in the middle of this game.
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123, DRMs competitive arena

DRMs are a new technology that has to offer compatibility. In this matter, they compete
between themselves, but also with older technologies like physical distribution and P2P
networks alowing copyright circumvention. Both physical distribution and file sharing
circumvention offer wide compatibility: these solutions will be attractive as long as DRMs do
not offer a better service. The preclusion from reverse engineering prevailing in the US and, so
far, in Europe, is favorable to a standards war on DRMs. As a matter of fact, the entry on the
DRM market is initially open to many players: software companies, equipment manufacturer,
content owners... Such a war, which aready exists in music files, may delay DRMs demand

because no customer wants to take the risk that her purchase will be a“loser”.

Besides, DRMs also compete with aternative standards offering access control on broadcast
networks. The choice of a compatible standard on broadcast networks (broadcast flag) has
opened the way to a hetwork competition opposing broadcast to broadband. The patterns of this
competition and its potentiad impact on the broadband networks open model have to be
assessed.

1.3. Content of the study

This study explores the various interests of the stakeholders and the nature of DRMs
competition within the vertica media chain. Following this genera introduction, the second
section anayses the role of DRMs in the economics of media contents. A special focusis put on
copyright issues and content versioning in the digital era. The third section examines the roll-out
of digital encoding standards. It consists first in a detailed review of the economic mechanisms
listed above. These mechanisms are then illustrated by various case studies of standards roll-out
picked in one-way and two-way networks. A specia attention will be given to the pioneering
situation of the music industry. The conclusions focuses on the implications of DRM standards

roll-out for open communication networks.
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2. DRMs: protecting and versioning contents in the digital era

DRMs have to deal with old issues raised by the economics of contents: their public good nature
and their versioned exploitation. In this respect, DRMs are the inheritors of economic tools

aiming at protecting and versioning cultura goods.

But, if DRMs are more powerful than their ancestors, they also face bigger difficulties. First,
while they offer content owners possibilities of overriding copyright law limitations, they
experience new circumvention threats. Second, although they enlarge the range of versioning
possibilities, they also compete with physical versions and with circumvented files on P2P

networks.

2.1. DRMs: anew tool to protect contents in the digital era

DRMs have been primary designed to protect the exclusive rights of content owners. They are

more compl ete than other protection tools. But they face bigger circumvention threats.
211 DRMs: anewtool taking over the old function of protecting contents

Contents, like other intellectual property goods, share some properties with public goods
resulting in specific economical problems. Copyright law and private means like DRMs try to

solve them.
2.1.1.1. Contents as a public good

Arrow [1962] first pointed out that information had two major properties of public goods: non-

rivalness and non-excludability.

The opposition between private and public goods is based on the concept of rivalness. A non-
rival good is a good whaose consumption by one person doesn’'t decrease the amount available
for the others. It means that its marginal cost of production is zero. Jefferson [1985] makes an
analogy between non-rivalness of information and one person lightening her candle from the
flame of another: the first candle losses nor light nor heat when the second lights on. National
defense, lighthouse services or roads are others examples of non-rival goods. Information has
aso this non-rivalness property, as a new user doesn't decrease the amount of information

available for current ones.
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Considering the nullity of its marginal production cost, a non-rival good should be priced at
zero to reach maximal social welfare. If not, consumers whose willingness to pay is lower to

this price would be excluded whereas their consumption wouldn’t have cost anything to anyone.

Non-excludability refers to the impossibility of excluding someone from the consumption of the
good even when he doesn't pay the price for it. It can stem from material or moral reasons. For
instance, territoria defense is non-excludable like lighthouse service. Non-excludability and
non-rivalness are from different natures. While the first is a property of the good itself, the latter
is a socio-legal and technical construction. For instance, roads are non-rival by nature, they can

be or not excludable whether entry restricted to tolls or not.

Non-excludability raises the problem of incentives to create. If producers anticipate not to
recover their expenses because not enough consumers will pay for their consumption, they don't

produce the work.

Whereas non-rivalness calls for free diffusion of goods, non-excludability states the necessity to
recover fixed costs of production. This is the classical opposition between static and dynamic

efficiency.

As far as contents are concerned, the answer to the information good problem is twofold:
copyright law builds upon ex post excludability while numerous private measures like DRMs

build upon ex ante excludability.

These public and private answers may diverge since they follow different objectives. Copyright
law aims at balancing non-rivalness with excludability to maximize socia welfare. Contents
owners seek to maximize only the value of their works. Furthermore, they step in at two

different levels: first the very being and length of exclusive rights and then their width.
2.1.1.2. Building upon excludability on contents

First trade-off of copyright law: granting atemporary monopoly to content owners

The general principle of IP and copyright law is to give exclusive rights of reproduction,
distribution, representation, adaptation and translation to owners of intellectual property for a
limited period. This is the result of the first trade-off of IP law aiming at maximizing socid
welfare. Incentives to create are balanced with the benefits of diffusion for consumers. As the

former would require infinite protection, the latter would require no protection at all.
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First, copyright law protects the work, making it excludable. These royalties provide an
incentive to create. Then, the work falls into public field and al consumers can access freely.
Consumers’ welfare increases thanks to the benefits of non-rivalness. Varian [2004] gives a
simple model of this first trade-off, comparing the social benefits and costs under the protected
and the unprotected periods (appendix 1).

The debate arises from the increase of the copyright protection’s length. 17 famous economists,
including 5 Nobel prizes, wrote a brief against the protection duration extension from 50 to 70
years after the author’s death following the 1999 US Sony Act. They consider that these 20
additional years had a trivial impact on the discounted sum of revenues. Assuming constant
revenue flows and a low interest rate of 7% for creative works, they found a value for this
twenty-year extension around 0,33% of the discounted value of the first 50 years of protection.
The big issue comes from the retroactivity of the Sony Bono Act combined with the poor effects
described on the incentives. Many people consider that the main purpose of this act is to protect
famous Disney’s characters that would have become public in 2003. Y et, copyright law should
consider incentives to create and not increased revenues for existing works. This is the concern

of private means of exclusion.

Next paragraph analyses these private means. We will see that their objectives differ from
copyright law theoretical ones. Nevertheless, the most important thing at this stage is that
they’re actually complementary. As copyright law acts in suiting infringements, building an ex

post excludability, private means can be self enforcing, building an ex ante excludability.

First goal of delivery goods and DRMs: building up excludability

The genera principle of private tools building excludability is ssmple: the information good is
bundled with some private good that gives its properties of excludability and rivalness to the

entire bundle, Varian [1998]. So authors can make people pay for consuming the good.

There are two major dtrategies: bundling the content with some physical support or with a
ticket. A large number of copyrighted works are distributed through physical supports: literary
works in books, magazines or newspapers, musical works in sheet music, on vinyl records,
magnetic tapes or CDs and movies on video tapes or DVDs. Access ticket mechanism is used
for several types of public goods. For instance, they are used to exclude people from parks or
from public transportation. Asfar as contents are concerned, they are used to bring excludability

to services like public performances (concerts, movie projections or pay-TV broadcasts). These
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two mechanisms of exclusion correspond to what Richard Watt [2003] calls “delivery goods

and services’.

The same principle of bundling a private good with a content applies to DRMs. Bundled with a
song, atext or amovie, DRMs make them excludable and force people to pay for access. They
work like a ticket system. They are different from other delivery goods and services, as they
aren't necessary to the consumption of contents. Indeed, even after becoming public,
information goods bundled with traditional physical supports or services stay excludable.
Moreover, they can bring some additional utility to the bundle: for instance, they can supply
further information on the good or have in themselves a certain artistic value (design of a disc,
architecture of a concert hdl). Digital contents need no more tangible delivery goods or services
to be consumed: viewed, recorded or communicated. And DRMs have no other utility or
additional value to the consumer than making him pay. They're just an exclusion tool (Thisis

perhaps why they’ re perceived by consumers as artificial ways to make them pay).

Private technical means like DRMs don’t seek the same abjective as copyright law does. Their
optimal term for content protection would be the infinite. But, real conflicts between them arise

not at this stage but when defining the width of the rights.
2.1.1.3. Determining the scope of exclusiverights

Second trade-off of IP law: limitations and exceptions of the exclusive rights

We have seen the first trade-off of IP law resulting in temporary exclusive rights for content
owners. Copyright law makes a second trade-off at the practical ground in order to protect

certain socialy desirable uses of copyrighted goods. It resultsin limitations of the rights width.

Results of this second trade-off can be summed up into two major doctrines. the first sale

doctrine or principle of exhaustion and the fair use doctrine.

- Thefirst sale doctrine or principle of exhaustion is alimitation on the exclusive right of
distribution. It allows the purchaser to transfer a particular, legally acquired copy of
protected work without the authorization of the owner. The distribution right of a
copyright holder ends on that particular copy once it is sold. Hence possibilities to
resall, rent (except for software and music CDs), lend, share or donate alegally acquired
copy. This first sale doctrine helps diffusion in two ways. First it makes copyrighted
works more affordabl e to the public trough resell, rental and loan markets and second, it

securestheir availability over time.
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- The fair use doctrine determines certain uses of copyrighted works for which the
authorization of the author is not required. It was first codified in the US 1976
Copyright Act (S 107) that states:

«The fair use of a copyrighted work, including such use by reproduction in copies or phonorecords...for
purposes such as criticism, comment, news reporting, teaching (including multiple copies for classroom
use), scholarship, or research, is not an infringement of copyright. In determining whether the use made

of awork in any particular case isafair use the factors to be considered shall include:

(1) the purpose and character of the use, including whether such use is of a commercial nature or is for
nonprofit educational purposes;

(2) the nature of the copyrighted work;
(3) the amount and substantiality of the portion used in relation to the copyrighted work as a whole; and

(4) the effect of the use upon the potential market for or value of the copyrighted work. »

According to S. J. Liebowitz [1985], it “can be viewed as a method whereby the courts could
circumvent the rigid rules of copyright law in instances when the benefits of increased

consumption appeared to outweigh the harm from reduced production”.

If this legal doctrine is particular to the US copyright law, it has its equivalent in numerous
other countries. In Europe, limitations can vary but they generally include fair use rights or
privileges for private study, criticism, news reporting, copies for personal uses and reverse
engineering for compatibility. The EUCD'defined an exhaustive list of exceptions, each country

being able to choose among the list (the only mandatory exceptionisfor “transient” copies).

Conflicts between copyright law and content owners on the limitations to the rights width

Conflicts arise between content owners and courts on the exceptions to exclusive rights. The
more emblematic is perhaps the one that arose on VCRs. Let’s focus on the historic decision of
the Supreme Court in the 1984 “Betamax” case, Universal Studios Inc. v. Sony Corporation of

America

Universal Studios and Walt Disney accused Sony Corporation of infringing their copyrights.
They argued that individuals' use of VCR to videotape televison broadcasts would seriously
damaged their revenues, especially their advertising revenues. They wanted production and
import of VCRs to be forbidden as they were infringing their copyrights. Jack Vaenti, lobbying

! EUCD: European Union Copyright Directive (2001)

MEDIANET
IST-Project: FP6-507452

15/59



Economic Analysis of DRMs W

for MPAA, even described the new equipment as follow: “The VCR is to the motion picture

industry and the American public what the Boston strangler isto the woman alone’”.

Still, the Supreme Court ruled in favor of Sony considering that “time shifting” (recording
television broadcasts for latter viewing) was fair use. And as VCRs were primarily used for that

purpose, selling them was not copyright infringement, despite their potential unauthorized uses.

DRMs and private technical means to enforce or even override copyright law

Private technica protections on supports allow content users to limit copying and other
extended uses. Unlike the bundling of a private good with content that build up excludability,

these technical protectionsinfluence the degree of excludability.

Technica protections against copying aren’t born yesterday. Shapiro & Varian [1998] recall us
that professors in the Middle Ages used to lecture in darkened rooms so that the students
couldn’t take notes. Books can be printed in colors that made photocopies quality bad or even
on reflective paper preventing the very use of photocopying machines [Novos & Waldman,
1986]. Asfar digital content is concerned, we can mention the Serial Copy Management System
for digital audiotapes or the CSS for DVDs.

DRMs are complete tools for copyright protection as they not only build up excludability but
aso limit copying and other extended uses. They provide each digital content a pre-defined and
self-enforcing set of uses: right to view (hear), modify, record, excerpt, trandate in another
language, keep for a certain period, distribute, etc. They even provide possibilities to override

traditional copyright law limitations, as we will see in the second part.

When IP law exceptions do not decrease contents owners revenues

At first sight, content owners and copyright law seem to be completely opposed on the width of
exclusive rights. One could consider that content owners systematically lose part of their
revenues when copyright law increases liberalities of uses. of copying, sharing, renting, resale.
Thisinsight may be confirmed by the constant rel uctance of content owners to the enlargement

of copyright law exceptions. But this question is far from being resolved.

As Varian [1998] emphasizes, the objective of content owners isn’'t to maximize the
protection of their works but to maximize their value. Increased liberalities don't necessarily

decrease content owners revenues.
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In the short term, content owners must address a fundamental trade-off between control of the
copyrighted work and val ue to the consumer. The basic ideais following: the more liberal terms
and conditions are, the higher price content owners can charge but in the same time, the less
they will sell. First, liberalities on distribution rights, like first sale doctrine, create competitive
markets of rental and resale and enable sharing. Secondly, limitations on exclusive rights of
reproduction, like fair use doctrine, eliminate the need of multiple purchases. Shapiro and
Varian [1998] illustrated these effects on the demand curve:

Fgure 1. Effects of extended liberality on content owners’ revenues
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These extended liberalities don’'t automatically decrease content owners revenues. First, by
increasing the good price, the copyright owner may partially or even fully appropriate benefits
of these wider uses for consumers. The basic concept is the indirect appropriability developed
by Liebowitz [1985]. They have two possibilities: they can discriminate among consumers those
who share and those who don’'t or they can price according to the dominant use of the good
(copied or not). For instance, Liebowitz argued that introduction of photocopying machinesinto
libraries led publishers to increase the price of journas. Secondly, content owners can price
their good to prevent these uses. For instance, a firm can prevent sharing by limiting pricing: it
fix its price to be inferior or equal to the price dived by the number of individuals of a group

plusthe costs of sharing (costs of returning, of waiting for itsturn...).
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Also in the long term, effects of enlargement of legal uses on content owners' revenues aren’t
well determined. Actualy, it can foster the growth of the content market in the long term. Let's
focus on two historica examples illustrating positive feedback of rental markets quoted by
Shapiro and Varian [1998]: rises of libraries in the XVIII century England and of the highly

controversal VCRs.

In the X111 century England, cost of books was equivalent of an average worker’s weekly wage.
Therefore the number of frequent readers was very limited. The publication of Pamela in 1741
was a revolution in this market for wealthy people. It gave birth to a new genre: the English
Novel. People were so fond of these entertaining books that circulating libraries appeared to
face demand. Publishers and booksellers denounced these libraries that may cut into their
business. But no doubt their long-term effects were beneficial. By providing low cost books to
people, they extended the taste of reading and the general market for books. The 80 000

frequent readers of 1800 became over 5 millionsin 1850.

In the early 1980, VCRs and videotapes were also reserved to wealthy people (costing
respectively over one thousand dollars and 90 dollars). Video rental stores, first denounced by
Hollywood Studios, allowed VCRs market to grow and with it, pre-recorded tapes sale market.

Video became one of the main profit sources for studios.

These examples enlighten the fact that perfect technical protection measures don't necessarily
maximize content owners@evenues. Still, we will see in the next part that some of these results

are upset inthe digital era.

212 DRMs: protecting content in the new digital economics of circumvention

First it isuseful to give a clearer definition of copyright circumvention. Indeed, the broadly used
term piracy recovers two highly different phenomena. The gap lies in the goal of copyrights
circumventions. Piracy of contents refers indiscriminately to commercial and non-commercial
circumventions. However, professional organizations and individuals have totally different
motives, costs, benefits and effects on copyrights holders' revenues and incentives to create.
Digitization has highly differentiated impacts on these two types of circumvention, copyright

law is more or less challenged and DRMs more or less central.
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2.1.2.1. Impact of digitization on the circumvention’s scope and scale
What digitization changes for both types of circumvention? What doesit implies for DRMs?

The first effect of content digitization on both individual and professional circumvention is to
drive the cost of copying content close to zero. The second effect is to reduce costs of storage
and transmission of contents to a very low level. Surprisingly, they benefit more to individual

than to professiona circumvention.

Professiona circumventors or pirates (this term applies quite well in this case) reproduce
copyrighted works without the author consent to sell or rent them. Their goal is to make profit
on these rentals or resale. Hence, they have like copyright holders to build up excludability on
their products. It's highly doubtful that they will ever use DRMs technologies to build this
excludability. So they have to bundle content with physical supports, which means a cost of
reproducing, even if it has become very low. It means above al that they incur costs of
digtribution and storage. Moreover, their size is limited since they must stay hidden and can’t
make any advertising. In the fight against professional pirating, DRMs finaly play a small part.
Only the smallest organization won't afford the cost of circumventing them. There is the part of

the different national police forces.

The higgest effect of digitization concern individual circumvention. Individual sharing of
cultural goods can be done in two ways. by borrowing an original copy or by copying it. Digital
contents are for individuals almost costless to copy without loss of quality, store and transmit.

Note that borrowing is obsolete for digital files.

Private sharing of cultural goods used to be necessary small scaled because of the costs
incurred. To be more precise, as the borrowing of its cultural good cost to the legal purchaser
the absence of this good, it is limited to family and friends. Their pleasure of reading a book,
hearing a tape or viewing a film balances the deficit of not having it oneself for a certain time.
At the same time, private copying was limited by the loss of quality incurred by each next copy
and costs of the process and of the physical support necessary to transmit it. In the pre-digital
era, a copy was a downgraded duplication of the support, which could always be differentiated
from the original or the master. Because such duplication had a cost and resulted in a quality

loss, it was bringing rivalnessin IP good consumption.

With digitization, costs of copying and losses of quality have dramatically decreased; they are

close to nil for digital files. Copies replace the burden of borrowing. In the same time, digital
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files incur low costs of transmission on broadband networks. Necessity to limit the size of
sharing groups disappears. In the digital world, each copy is an origina and each owner a
potential broadcaster. This is an explanation of the extraordinary raise of free digita files on
P2P networks. An interesting question we can’t address here is incentives people have to share
their contents on anonymous networks whereas they could only download. Still, the result stays

that individua sharing becomes mass circumvention with digitization.

The following table show the massive estimated figures of files illegally downloaded on P2P
networks during the year 2003.

Table 1. Number of files illegally downloaded on P2P networks during the year 2003

United States Western Europe France Other countries Total

B|II|on§ of audio 65 38 6 a7 150
files

M"'O';isle?sff"ms 450 270 43 280 1000

Source: SNEP, French union of phonographic publishing

2.1.2.2. Contents owners new trade off between control and value: mass circumvention
and DRMs

Digitization changes relative effects on organized and individual circumvention. Content
owners have to face massive individua circumvention that totally changed the trade-off

between control and value of their works, which we analyzed in the previous paragraph.

In short term, the pricing strategies preventing sharing or copying from cutting off content
owners@evenues are far less practicable. Indirect appropriation of digital copiesis questioned as
one digital files can be theoretically reproduced indefinitely with no costs. Limit pricing is
difficult as the costs of sharing decrease and the size of groups become potentialy infinite (if k
is the size of the groups, t the costs of sharing and p the price, limit pricing implies that

p£—p +t. If K® ¥, then the limit price discouraging people to sharing becomes very low,

k
down to the costs of sharing).

In long term also, content owners may fear the effects on this massive individual circumvention
on their revenues. Asdigital copies are free and of equal quality as originals, they may decrease

the willingness to pay of consumers for for-pay versions.

Hence content owners need to strengthen the control on uses of digital versions. DRMs play a
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central role in this respect. They enable content to be secured by controlling the number of
copies, but also copying devices. They are self-enforcing and can even override copyright law
limitations. Indeed, next paragraph shows that traditional limitations to exclusive rights decrease
in the digital world and that DRMs get a very favorable law statute.

2.1.2.3. Strengthening of digital copyright law and central place of DRMs

Digitization changes copyright law trade-off. Diffusion possibilities increase together with
threats on content ownersCrevenues and incentives to create. In Europe and United States,
choice has been made relatively clearly towards strengthening. As digital first sale doctrine
actually disappears, anti-circumvention rules of the DMCA? and the EUCD enable content
owners to determine themselves the width of their exclusivity trough DRMs, the uses they

regard asfair.

The first sale doctrine or principle of exhaustion gives distribution rights to the purchaser
regarding a particular copy he has legally purchased. Thisis aright of redistributing and not a
right of copying. As sharing digital files or burning a disc means copying it, first sale doctrine
doesn’t apply anymore to them. Note that the 1996 WIPO Treaties and the EUCD clearly
distinguish between exclusive “distribution rights’ with respect to tangible copies and exclusive
transmission right with respect to intangible copies caled “right of making available to the
public». They consider (art. 6(2) WCT, art. 8(2) and 12(2) of WPPT, art. 4(2) of the EUCD) the
exhaustion principle exclusively in the context of distribution rights. This difference is aso

made in US courts. Hence, rental and resale markets disappear for digital contents.

Fair uses still concern digital contents but they can be prevented by DRMs systems. Each DRM
system provides an interpretation of the “fair use” and establishes a private contract with the
user. Because it results in concrete usage limitations (number of plays, of copies, length of
validity...), this interpretation implies a restriction of the “fair use” mentioned in the law. This
practical overriding of fair uses is granted by the anti-circumvention provisions of digita
copyright laws. Indeed, the most important rule stated by DMCA and EUCD is the anti-
circumvention provision against technical measures of protections, which implements the WIPO
treaties. Both of them forbid circumvention of DRMs and prohibit trafficking in circumvention
devices for DRMs. Together with licenses “clickwraps’ contracts, this legal protection of
DRMs enable content owners to decide themselves what is fair use or not, to fix the width of

their rights. On-line music stores are a striking exampl e of this phenomenon.
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Notice however that anti-circumvention provisions differ among countries. Usualy, a
digtinction is made between access control, which excludes consumers from the copyrighted
good, and copy control, which relates to the exclusive right of the owner to grant usage
liberality. Most countries prohibit the traffic of any circumventing device breaking either access
or copy control. Differences occur regarding individual circumvention. The United States
DMCA prohibits individual access circumvention (descrambling a pay-TV channel) but
tolerates copy control circumvention as long as no illegitimate use is aleged afterwards. (If the
circumvention is not for legitimate purpose, the individual should be liable for copyright
infringement ...)* The EUCD prohibits both access and copy control circumvention. But
national transcriptions may vary on the modalities and the enforcement of this provision. In
general, the tolerance on copy control circumvention reflects the weighing of the “fair use’
principle in copyright regulations. In many cases, this restriction may be controversial and the

priority given to the DRMs versus “fair use” provisions may vary from one country to another®.

2.2.DRMs: a new tool to version contents in the digital era

Contents have other specific economical characteritics than public good: they're all something
unique and present high fixed costs and law marginal costs. As each cultural good is unique,
content owners have some market power. They can then use price discrimination strategies to
recover their fixed costs. By setting different prices for the same good, producers can better

extract consumers’ willingness to pay.

DRMs can be compared to physical supports in their versioning function. They differ as they
offer enhanced discrimination possibilities and as they face a brand new type of substitute: free

files on P2P networks.
22.1. DRMs and the versioning of digital contents
2.2.1.1. Versioning contents

Contents address markets trough a particular form of price discrimination called quality pricing
or versioning. As preferences of customers for the cultural goods are unobservable, content

owners can®discriminate prices among predefined groups (which is a common strategy called

2 DMCA: Digital Millennium Copyright Act (1998).
% Fisher, William W., 111 [2004], page 37
* In Europe, Denmark and Italy have already proved |ess restrictive than the UK or Germany.
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third degree discrimination that fix different prices according the age classes for instance). Then
the idea is to offer different qualities of the good at different prices to get consumers sort
themselves among these versions, according to their different willingness to pay. By this mean,
content owners can take advantage of the different willingness to pay. The high quality versions
will be picked by consumers with a high willingness to pay and the low quality versions will be

chosen by consumers with alower willingness to pay.

We can illustrate this versioning strategy with a cultural good supplied in two different versions.

Think, for instance, of hardback and paperback versions of a good.

Fgure 2: willingness to pay for two different versions of agood

wilingness
to pay

x1 X2 quelty

On figure 2, two different willingnessto pay curves represent two groups in population that give
either a high or a lower value to the cultural good (Appendix 2 explains the construction of
these willingness to pay curves). Theses groups can®be identified a priori. The two different

versions of the good have two different levels of quality: x1 and x2.

The pricing strategy is the following. The producer will charge a price p1=A for the version
with the lower quality x1 and a price p2=A+C for the higher quality version x2. He can®price
the high quality version at a price p=A+C+B because it will open arbitrage opportunitiesto high

value consumers.

Cinemaindustry provides a good example of this versioning strategy. The overall quality of the
different versions of afilm can be sort within two major categories: quality of sound and image

(to which we will refer as convenience of access) and novelty. Films are exploited through
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successive time windows constituting the so-called chronology of media: cinema, pay per view,
DVD and video, PAY-TV and free TV.

Fgure 3: versioning strategies in the film industry

r
willingness
to pay

Ordered by quaity and novelty, versions address different willingness to pay and charge
different prices. Cinema can charge a price equal to A+B+C+D, pay per view A+B+C and so
on. The price of the different versions declines with the viewing date and the convenience of the

acCess.

Another example is books: prices decline with delivery dates and quality of the presentation.
Eager or quality attached readers will choose the far more expensive hardback version of a

novel whereas other will wait for latter paperback versions.

2.2.1.2. DRMs: enabling and enhancing versioning

First, DRMs giveto digital filesthe property of aversion. Digitd files without DRMs are totally
non-excludable. Unlike contents bundled with traditional goods and services, they can't be
priced and moreover price discriminated without DRMs. Digital files with DRMs are a hew
version of a particular content: digital books, digital music files, digital movies add themselves

in the versioning spectrum when they’ re protected by DRMs.

Secondly, DRMs offer enhanced possibilities of versioning compared to physical supports.
DRMs enable content owners to make further versions of adigital file. They don’'t make quality
of the digital file itself vary (which can be summed up into its compression format and rate).

But DRMs may offer avery large range of versioning possibilities with respect to liberalities of
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uses attached to the file. They enable copyright ownersto charge a price that varies according to
the particular uses authorized. To be more concrete, digital files with embedded DRMs may
offer various humber of access, number of copies on different devices, number of people one

can share with, rights to modify or excerpt or even time of possession.

Moreover, together with license clickwraps contracts, DRMs have the potential to enable in the
future content owners to follow a perfect price discrimination strategy. Perfect price
discrimination also called first degree price discrimination implies that the seller can block
arbitrage and charge a different price with each buyer. Indeed, DRMs may offer together
personalized protection and personalized offers regarding authorized uses. This possibility is of
course restricted by the costs of implementing an enabling DRMs technology and the costs of

transactionsincurred if each single purchase is unique.

Enhanced versioning, or, more generally, enhanced price discrimination possibilities, not only
means that content owners will better extract consumers willingness to pay and increase their
profits. Although it seems unfair to make people pay different prices, price discrimination may
also improve consumers' overall welfare. By enlarging the range of prices, versioning can alow
more people to access the good, more consumers to be served. For instance, if audio digital files
versions with restricted uses are sold at far lower price than digital files with more liberal uses

or than physical supports, new consumers may be able to enjoy songs.

It's quite difficult to observe aready these effects as DRMs are just emerging. Nevertheless,
one can aready find illustrations of enhanced versioning benefiting to consumers in the digital
music market. For instance, some subscription streaming services charge additional fees for
downloading afile with attached rights for copying, burning on a CD or transferring to a mobile
device. Rhapsody offers for instance a $9,95 monthly subscription for unlimited streaming, then
it charges 79 cents each download with right to copy, transfer and burn on a CD. Hence,
consumers with low willingness to pay can use the basic subscription and enjoy a large catalog
of songs even with restricted uses and consumers with higher willingness to pay can buy
additional rights.

However, the benefits of these versioning possibilities stay theoretical for the time being.
Indeed, proliferation of DRM-versions granting different scopes of liberalities makes the offer
opague for the customer. He incurs high transaction costs when purchasing a particular version,
as he has to research and gather alot of information. First, becoming aware of the uses allowed

on a DRM-file is far from being easy, as they vary among the different commercial web-sites
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and sometimes even within a particular site. Digital music market provides a stricken example
of this burden. Socia benefits of a larger scope of versions may be overweighted by these

transaction costs.

Moreover, like we will see below, online distribution of DRM-files competes with other
digribution channels. Liberalities of uses attached to physical or broadcast versions are unified
and well-known by customers. As far P2P files are concerned, their liberalities of uses are clear,
as they have no limit. Hence, content owners willing to promote DRM-files against free P2P
ones on broadband networks may try to make their commercial offer as general as possible.
They may for instance coordinate themselves around a common standard of liberalities of uses,

which will apply to each song or movie and to each retailer.

2.2.2. DRMs files versus other versions

2.2.2.1. Competition between DRM sfilesand traditional versions

Digital files with DRMs must find their place in the competition with tangible versions. The
exploitation of the technical versioning possibilities of DRMs must be fine-tuned with this

competitive imperative. We can take the illustrative example of the DRMs audio files market.

DRMs audio files have to compete with CDs on quality of sound, range of uses allowed and, of
course, on prices. The different compression formats enable to approach CD quality, at least, for
the use on portable devices. Non copy protected CDs offer often awider range of uses as DRMs
files: unlimited rights of copying on any devices, rights of distributing or resale and unlimited

time of possession.

2.2.2.2. Competition between DRM sfiles and free ones on P2P networks

Free files shared over P2P networks aren’'t versions of the cultural good. Bootleg cultural goods
could be cautiously regarded as versions, which is not the case for unencrypted digital files. As
they don’'t have a price, they don’t follow any pricing strategies. They are just substitutes for the

different versions.

P2P free files open arbitrage opportunities for all versions. We can have a look first on the
impact of P2P free files on the traditional versioned exploitation of contents. Music industry and

more recently film industry claim their losses of revenues due to free Internet exchanges. We
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can quote for instance the survey of the MPAA on downloading habits of broadband users
(made in July 2004 on 36000 broadband users over 8 countries), which shows the impact of
illegal film downloading on video and DV Ds sales.

Fgure 4: Impact of illegal films downloading on video and DVDs markets

[ ]
Japan Australia Germany United Italy United France South
Kingdom States Corea

@ Internet population having already illegaly downloaded films
B Percentage of circunventors buying less videos and DVDs

As far as DRM files are concerned, competition with P2P is even more difficult to handle as
DRM files are less differentiated from free digital files than physical goods or broadcast

services.
In order to better understand this competition, let us detail its parameters.

Let g be the overall quality of the content. As we have seen, quality of a content can be broken
down along different axes. We assume that total quality can be resumed by three factors: quality
of sound or picture that we call gsi, novelty that we call n and liberalities of uses that we call
. We have q=qsi +n+ 1. The weighing of these factors depends on each consumer’s

preferences.

Exchange on P2P networks can be regarded as an inefficient technology. There are transactions
costs like time of research, risk of damaged files or queuing time. Let t be these transaction
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costs. Furthermore, as these exchanges are illegal, users can be suited. Actualy, content
owners associations suit more and more individuals who have illegally downloaded files on
P2P. Thereis a cost associated to this suiting risk that we call C.

Let® try to analyze competition between different versions of a film: exhibition and free TV,
VoD and P2P freefiles.

One can sort relatively easily the three first versions by quality as they decline in novelty and
sound and image quality. Note that superiority of exhibition over VoD and of VoD over TV
depends also on the different liberdities of uses and their valuation compared to the two other

criteria. Still, we can write:

Qexhibition = &Q

gvop = £

av =d

with g<b<a and a,bgl [0]

Quality of P2P is more difficult to define and al the more to sort among the others. Asit incurs

transaction and suiting costs we can pose:
Op2r = @- (t+C)

If we let additional costs aside, it is still difficult to sort the quality of P2P free files. We can

take our three criteria

- On the novelty factor n, things are almost clear Nmv < Nvop < Ne2p » Nexnibition. Actually, free

P2P can even in few cases be delivered before the first exhibition.

- On the qudity of sound and picture Qgsi, we can only say that

gsivoo | [qsi WA exhibition] and gsirze 1 [O;G]Si exhibition].

- On the liberalities of uses |, we have lexibiion < ltv < lp2p and Ivoo T [lexitition; | p2p].

Notice alsothat content owners can make lvop freely vary inthisinterval.

We can illustrate these relations by the willingness-to-pay curves:
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Fgure 5: arbitrage opportunities open by P2P free files

A
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to pay
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P2P creates arbitrage opportunities, which appear on the graph as the scored surface. These
arbitrage opportunities upset the versioning strategies. On the graph, TV is the most affected,
VoD loses dso part of its demand. On the graph, P2P never reaches exhibition total quality.
This is an assumption. But movie exhibition may be less damaged by P2P thanks to its high

differentiation.

What are the possible strategies for other less valuable versions? To simplify, et us gather them

in two classes:

First, the quality of P2P versions can be downgraded. Increasing the suiting risk and the
maximum possible cost for sharing is also a solution adopted by numerous content owners
associations worldwide. The transaction costs of sharing can aso be risen by sending spoofs

(which may include promotional or commercial links) or even viruses.

The second strategy is to upgrade the quality of other versions. That can be quality of sound and
image. But the real novelty of DRMs is that they enable content owners to make liberdities of
uses vary. The big trade-off is that by increasing liberalities of uses, one reduces arbitrage

opportunities but in the same time, makes potentially more free files available on P2P networks.
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3. Theroll-out of digital encoding technologies

3.1.Principles

Being complementary goods to contents and equipment DRMs should offer certain level of
compatibility. Imagine an encoding system that could work only on one device for only one
content: no one would buy it. So, the more compatible DRMs are, the more useful to any
consumer. In other words, the more users would adopt a DRMs, the more equipment and
content would address their market, the more useful the DRMs would be to them all. This

phenomenon called by the economists “ network effects’ is the engine of DRMsroll-out.

We will first describe the basic economic phenomena underlying digital technology roll-out:
network effects and vertical relations in the digitad media chain. We will then examine the
nature of the competition on a technology market and see how it applies to the DRMs
competitive environment. As an illustration, we will review some concrete cases of encoding
technology roll-out. (We use the term “encoding” to designate all kind of algorithms used to
convert copyrighted goods into digital formats, so they can be read by complementary digital

eguipment. Encoding embraces conversion, compression, encryption, etc.)

311 Network effects
3.1.1.1. Principles

Since the early 19" century, economists have perceived the existence of products for which the
user’s benefit changes when the number of users grows. However, it is only since the mid 20"
century that they have started to model the phenomenon so to use it for market structure

analysis or for public policy.

Those network or bandwagon effects are traditionally called “externalities’ as a consumer who
buys a product is affected by the behavior of some others. However these externalities occur
more and more in proprietary networks where the owner is able to “internalize” them through
pricing mechanisms. This is why their current designation is “network effects’ rather than
“network externalities’ [Liebowitz, 2002].
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Network effects occur in “literal” networks, e.g. person to person connection means like fixed
or mobile telecom networks. They also occur in “virtual” networks consisting of consumer
groups, hot connected together by the product itself, but sensitive however to the number of

consumers (brands, softwares, technology standards...).

Among network effects, one distinguishes “direct” effects directly proportional to the number of
users (fax or telephone services), and “indirect” effects mediated by a market, like
complementary products. the music ring tone industry indirectly benefits from the GSM
network effects; MS Windows indirectly benefits from Internet network effects.

Many models can be set up as to describe networks effects. They will depend:

- on the nature of the additional utility brought by new consumers: telephony for
instance is a well defined service while Internet uses still evolve with the

number of users and the capacity rolled-out...

- on the distribution of the willingness-to-pay for the service, the demand curve
pattern: growing with N (number of subscribers), decreasing in spite of N,

composite, eventually saturated...

- on the supply curve pattern: showing increasing or constant returns (economies

of scale), bottlenecks or saturation points...

In the case of both increasing utility and returns, there is no limit to the growth of the network.
Network effects then result in vast natural monopolies. More generaly, when combined with
economies of scale, network effects allow the fast roll-out of innovations, but also the raise of
high entry barriers and the development of monopoly practices... Therefore the mastering of
network effects through roll-out dynamics is critical to any firm bidding for a new technology

market.
3.1.1.2. Roll-out dynamics

Rohlfs' [1974] has been the first economist to model network effects through an aggregated
demand curve. His modd relies on the double hypothesis that (1) the value of the full service
(when everyone has subscribed) varies among consumers, and that (2) the willingness-to-pay of
any consumer is proportional to the number of already existing subscribers. From that on, he
shows that there is a critical mass of subscribers below which a network cannot be sustainable.

Before this mass is reached, any resignation brings the willingness-to-pay of the remaining
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members under the price of the service. Any equilibrium is unstable. Once the critical mass is
reached, the utility of all consumers stands above the price of the network. Moreover, every new

consumer brings additional utility to all the others. The roll-out speeds up.

The question is then: how to reach the critical mass? As we said, there are probably as many
situations as network markets. However, a general rule is to subsidize the early adopters. What

vary alot are the means chosen to subsidize and the economic signals given by the subsidy.

The subsidy may occur across services within the same network. In the US fixed telecoms, long
distance calls were overcharged while local calls were subsidized so to provide “universal
service”, e.g. no price discrimination for the isolated consumers. The wide number of local
users has helped to raise the utility of the long distance calls. The cross-subsidized pricing has
aso played arole in the opening of the long distance market as well asin the roll-out of dia-up

Internet services.

The subsidy may also occur through vertical relations within networks. GSM calls are made of a
fixed and a mobile component. In Europe, GSM telephony has been able to charge fixed
networks high termination fees for fixed-to-mobile calls, while the regulated fixed networks had
no retaliation power. The regulatory asymmetry between the two players of the chain has
alowed the new network to racket the old guy. The money transfer resulting from high
interconnection charges’ has been partially passed onto the consumer through handset subsidies.
Network effects in the mobile networks have resulted in a large substitution of fixed calls by
mobile. While regulators till try to cut off mobile termination charges, enforcement is triggered
by the various interest groups — mobile network operators, equipment suppliers, consumers —

benefiting from the subsidy.

DRMs occur in a vertical chain where network effects may be subsidized by upstream

complementary products: media contents. This specific case requires more focus.

® About 19 billion for the UK, France and Germany between 1998 and 2002. Bomsel, Cave, Le Blanc,
Neumann “How mobile termination rates shape the European telecom industry”, Cerna, Ecole des Mines
de Paris, 2002.
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312 \Vertical relations in the digital media chain
3.1.2.1. Industry roll-out and content subsidies

Amongst the functions of the IP rights is the possibility to achieve transactions as to specialize
the investments in each segment of the media chain. Therefore, a characteristic of content
industries is to set up vertical relations with various downstream industries. In many cases,
cross-subsidies occur along this chain. Piracy or copyright circumvention can be a form of
cross-subsidy: the utility of the distribution industry is increased by the availability of free
content. This situation existed well before digitization.

Moreover, while contents are global, the distribution industries are loca. If downstream
industries show economies of scale or network effects, foreign contents can help to roll-out

domestic networks. In that case, IP rights circumvention is atool to speed the process up.

This issue is dealt with successively by Yu [2003]° and Varian [2004]’, who both refer to the
history of the US copyright law in the 19" century. The story isthe following:

After independence (1776), papers and books are massively imported.

- In each state, loca newspapers lobby for a copyright law. A federal Copyright Act
(1790) is voted in 1790, but it is limited to US citizen works only. So the foreign
authors still can be pirated.

- Between 1800 and 1860, the publishing industry expands. As mentioned above, half of
the best-sellers are pirated English novels (notably Dickens's Christmas Carol). The
public is hungry for books, and the publishing industry happy to issue products already
tested on the English market. “Publishing in the US was virtually no risk enterprise:
what sold well in England was likely to do well in the US.”

- In 1842, the USrefuse a bilateral treaty on copyrights proposed by the English.

- By 1880, American authors (Hawtorne, Irwing, Poe, Beecher-Stove, Twain, etc.)
complain about unfair competition with pirated foreign authors whose books can sdll

cheaper

® Peter K. Yu « The copyright divide », Michigan State University, 2003
" Hal Varian: « Copying and Copyright », Berkeley, June 2004
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- In 1891, the Congress votes the International Copyright Act that expands copyright
provisionsto foreign authors.

- The strongest opponent is the typesetters union: the 1891 Act applies then to the works
typeset in the US only. This provision stayed in place until 1968.

This brief history shows that cross-subsidies between networks and contents play amajor role in
national industrial policies. Because circumvention is a cross-subsidy — and in that very case,
an international transfer — it is then obvious that copyright laws and enforcement rules are part
of this game. This should have strong implications for DRMs. As we have seen in the upper
part, if only one country applies reverse engineering provisions to DRMs circumvention — to
favor domestic compatible devices, for instance —, then the globa business model of the

product isimperiled.
3.1.2.2. Broadband roll-out and copyright circumvention

DRMs appear in the roll-out of Internet applications. We examine here the specificity of the
Internet in relation with network effects and vertical relations.

Because of the massive productivity gains brought by optic fibers, Internet is extensively rolled-
out as an open use network. No one knew in the beginning what it would be used for. And till,
every time additional capacity is brought to the networks, application follows the roll-out rather
than preceding it. However, since the beginning, Internet is pulled by one-to-one
communication applications. E-mail, web services, instant messaging, e-commerce, network
gaming are valuing the two-way communication potential of the network. Those applications
generate network effects that pull the broadband roll-out.

Peer-to-peer (P2P) applications have emerged in this context as a way to share content, but also,
and even dominantly, as a way to circumvent copyrights. As of today, four generations of ever
more decentralized softwares are massively used to freely access copyrighted material. These
applications provide new utility to broadband services and use circumvention as a roll-out
subsidy.’

The origindity of this subsidy is that it adds utility only to those consumers valuing free
content. It then allows access providers to reach wider markets without decreasing their prices.
As a result, broadband access is priced on a capacity basis: the willingness-to-pay of the
consumer is shaped by the connection capacity, not by services. Consumer’s appetite for free

° See Bomsel & dlii [2004]
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content raises his demand for capacity, which allows providers to increase their prices.

As long as media contents remain accessible at no direct cost, DRMs will decrease consumer’s
utility instead of increasing it. In other words, as long as broadband roll-out is subsidized by
free contents, DRMs will oppose to Internet network effects. When broadband roll-out is over, it
is questionable whether consumers will accept to pay for content in supplement of access.

On the content side, circumvention adds to the advertising of contents and therefore, may help
to promote marketing intensive products (blockbusters). But on the other hand, as largely
analyzed above, it sharpens competition between versions, reduces their exploitation windows
and increases the capital intensity of the non-free distribution. In that respect, it reduces creation
diversity [Varian 2003].

In principle, governments should have to choose between massive circumvention and
broadband roll-out. There is so far no example of a government prohibiting P2P in order to

prevent copyright circumvention.
313. Compatibility and standardization: inter-technology versus intra-technology competition

When a new technology occurs, firms have the choice between developing their own product or
cooperating for a unique compatible standard. “When each firm adopts the same technical
standard it gives up the benefit of softer price competition that differentiation by means of
different technology brings. Firms have to make a judgment in this regard.”® Choosing the same
technology will lead the firms to direct intra-technology competition: on price, quality and
service. By contrast, the choice of different technologies will lead firms into inter-technology
competition. Of course, if a firm can establish its technology as the industry standard, the

reward from this kind of competition are likely to be very large.”

In principle, if they develop their own incompatible technology, firms should be missing
network effects in rolling-out their products. Much will depend then on the strength of the
network effects associated with the technology. However, if one firm has a competitive
advantage upon others, it can chose to launch its own product so to block the development of
competitors and to take all the market with the corresponding network effects. A large market

with strong network effects may be favorable to a standards war.

On the opposite, when the network effects are small compared to the economies of scale

0 See Besen and Farrell [1994] and Pepall, Richards, Norman [1999], Chapter 12 “Strategic
commitments: business tactics, trade policy, and network externalities’.
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generated by compatible complementary products, then, an agreement on standards may be
preferable. In that case, the economies of scale combined with quality differentiation (branding)

may soften intra-technology competition.

Furthermore, a standards war generates uncertainty that may benefit to the old technology.
While consumers will prefer delay their purchase for not being a “loser”, old technology
competitors will use this advantage to their profit. They will try to keep their market as long as

possible by delaying their switch to new technology and improving their old products.
314. DRMs competitive arenain the broadband environment

DRM technologies largely apply to a broadband Internet environment. As we said above,
broadband roll-out is based on network effects generated by open communication services.
Those network effects benefit to al complementary equipment as PCs, microprocessors,
printers, Internet modems, media players... The funny thing with DRMs is that they are both a

complementary good to Internet equipment and a product opposing to Internet network effects.

But first of al, DRMs are a complement to content. DRMs primary customers are the content
digtributors who are licensed by the content owners to market their products. However, in the
end, DRMs demand depends on the final consumer who may be locked-in by his equipment
choice. So the roll-out also depends on the multifunction equipment adopted by the consumer

and on the vertical relations the equipment brands build up with content providers.

We will show that this situation leads to a complex standards war and then review, in general
terms, the implications this war may have on alternative technologies and networks. All these

points will beillustrated by the case studies.
3.1.4.1. DRMs standardswar

As we have seen, DRMs are opposed to broadband network effects. Any firm (Microsoft,
Apple, Dell, Sony, Samsung...) benefiting from these effects, may have interest in locking-in its
consumers with proprietary technology, while it doesn’t lose much waiting for DRMs adoption
as its market keeps expanding. Those firms might then consider that adopting a common
technology may be more than offset by the fact that this will lead to particularly fierce intra-

technology competition.

This is particularly true for Microsoft whose operating system Windows has already won a

standards war. Windows monopoly makes Microsoft the largest beneficiary from Internet
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network effects: Windows market is mechanically expanded by the broadband roll-out™. This
situation gives Microsoft a competitive advantage in launching a complementary product for

media access.

With this advantage, Microsoft has little choice but entering into a battle to have its DRM
technology established as the standard. Its challengers have severa options. They can promote
an open standard (Real Networks Helix), devel op their own technology so to hamper Microsoft’s
credibility, seek for differentiation in equipment technology and embed their own DRMs (Apple
iPod FairPlay)...

In an economic game named “ Tweedledum and Tweedledee” , Besen and Farell (1994) suggest
that there are four forms that this battle can take:

- Build on an Early Lead. Get the earliest as possible a large customer base. Intense price
competition so to capture as many users as possible. Firms will announce and
sometimes exaggerate their sales figures so to persuade potential buyers that a large
base aready exists. In the case of DRMs, the firms should attract both content owners
and final consumers. Microsoft, Apple and other equipment suppliers are engaged in
such arace, each one with its own platform.

- Attract suppliers of complement. Give license to software developers to market
complementary products. The more complements, the more attractive the product.
Microsoft and Real Networks have different approaches in adapting this strategy to their
own products.

- Product Preannouncement. It is used as a deterrence towards competitors’ products.
(Just see the web pages of any DRM manufacturer...)

- Price commitment. Announcement of low pricesin thelong term.

We will come back in the case studies on various applications of those strategies. However, the
paradox of the battle is that equipment roll-out is subsidized by circumvention. The outcome of
the battle will depend on how the easiness to circumvent will be reduced. We will also discuss

some scenarios on this matter.

Proprietary models may be endangered by a major exemption in anti-circumvention provisions

that is to say the exemption for reverse engineering, e.g. “the scientific method of taking

! This is also true for Intel. But Intel is too far from the content market to directly participate in the
DRM s competition.
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something apart in order to figure how it works’. The basic principle is that circumvention may
be tolerated to enable two computers programs to communicate with each other
(“interoperability”). In the DMCA for instance, trafficking bans on circumvention devices can
be avoided if such devices are distributed solely to achieve interoperability. However the US
courts have been quite restrictive in applying it to digital content distribution. In a similar
fashion, the EUCD also denies a reverse engineering exemption to those attempting to design
compatible players® . If only one country was to accept clear reverse engineering and
interoperability exceptions, this would possibly affect proprietary DRMs models by allowing

competitorsto use their standard.

3.1.4.2. Physical distribution

A standards war usually delays the switch to new technologies. Physica distribution will seek

for advantages and could last for more than forecasted. There are various possible means:

- Increase packaged content differentiation, especially through quality and information
density. The music record industry will insist on the difference between compressed
music and richer formats like WAV or SACD. Music DVD will partialy relay the CD
decrease. Video DV D will value bonuses and sell more serial programs, (like TV series)
which length is better adapted to their support. They will also speed-up their switch to
high-definition.

- Vaue equipment legacy: people may like to use their hi-fidelity devices or their
recently purchased DVD players.

- Price decrease: there are still strong margins in packaged support prices. In Europe,
DVD prices vary between 30 and 4 euros. A legal DVD issold at 150 rmb (1.5 euros) in
China.

- Innovate in distribution so to widen the choice and the access to DVDs. In the United
States, Netflix has built up a portal on which the consumer chooses his DVD rental on
the Internet and getsit the next day through the mail. He gets also an envelope to send it
back with no late fees. The service is provided at flat rates and has reached already more
than 2 million subscribers. It is financed through revenue sharing with the content
owners.

All these strategies will be even more privileged if DRMs compatibility is limited. The recent
failure of the French Virgin Megastore in getting a reverse engineering court decision on Apple

12 Fisher, William W., |11 [2004], page 45
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FairPlay DRMs may have some impact on the retailer’s strategy. If he can’'t sell the DRMs of
the most popular MP3 player, the retailer might find little interest in keeping investing in its
digital platform and refocus on the stores.

3.1.4.3. Copyright circumvention

As explained above, DRMs also compete with sharable contents. MP3, WAV, MPEG2, Divx
and even MPEG4 formats have been designed to be compatible with any kind of devices. There
will aways be benefits to create highly compatible formats and then, incentives for the
consumer to access them. Moreover, the more restrictive DRMs are, the more valuable to the

consumer is free content.

As of today, the most popular way to access free content is P2P. Asit isaroll-out subsidy, it is
probable that P2P will not be forbidden, at least, until broadband roll-out is over. Because of the
magnitude of P2P networks, it is also unlikely that legal actions towards individuals have
significant effects. However, it is possible that after a certain time, access providers try to limit
the efficiency of such circumvention systems. In principle, they will have interest in doing so
when the willingness-to-pay for capacity starts decreasing, but with the risk that consumers

resign.

When it is so, DRM content might be valued by the consumer. However, on this matter, the
process may be more important than the final objective. There are many questions that cannot

be answered yet but which might be explored. For instance:

How will P2P networks resist attempts to spoil them?

- Will they be able to switch towards legal super-distribution?

- Will dternative circumventing systems occur?

- Will consumer gtill value broadband if free content is not there?

- Will non broadband distribution channels become more attractive?

3.1.4.4. Broadcast/br oadband competition

Confronted with massive circumvention on broadband, content owners have various strategic
options. The success of Netflix, financed through revenue sharing with the studios, shows that
innovation can come from other channels. In particular, content owners have interest in

promoting broadcast solutions. We use here the term broadcast by opposition to broadband to
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designate any one-way distribution channel: analogous or digital broadcasting on fixed and
mobile devices, physical distribution (including movie theatres), DSL distribution through one-
way dedicated channels, 3G downloads on mobile phones, etc.

Since radio and television began, broadcast has always been well suited to content distribution.
One of its structural advantages is to clearly separate access from copy control and therefore, to
avoid most of “fair use” legal issues. As evidenced by the rapid adoption of the broadcast flag,

inadigital environment, this may be akiller.

Another key advantage is the nature of broadcast network effects. In a sense, contents are
virtual networks: the more movie viewers, the more movies to be produced, the more appetite
to see movies. In the case of broadcast (including physical distribution), equipment show small
direct network effects, but strong indirect effects derived from the content industry. The
equipment value is primarily function of the number of accessible contents. In consequence, the
content owners have full control on the technology choice in broadcast networks. As each
content work is a monopoly — which means competition between contentsis limited — and as
the content industry is horizontally concentrated, contents owners can agree together so to push
intratechnology competition in the distribution industry through common broadcasting
standards. We will examine later how the adoption of the broadcast flag which largely reflects

these vertical relations.

For that reason also, broadcast networks are commonly verticaly integrated in contents. Most of
the Hollywood studios are involved in television and sometimes (Sony, TiVo) in equipment.
The interest of the content owners is to use broadcast both as a deterrent and as an effective
competitor to broadband networks. In particular, thanks to the broadcast flag (see below), the
roll-out of DV Rs supplements broadcast networks with content protected hard disks. One of the
major functions of the PC (the hard disk) is then added to its broadcast competitor. From that
point, the restrictive initial conditions of accessing digital content could be progressively
released so to provide more liberalities of use. This may allow DRMs to enter the market as a
way to provide the consumer with more utility, by opposition to the broadband situation where
DRMs emerge as a restriction of use. A consequence would be the possibility for DVR
integrated suppliers to become a gateway distributing DRM contents towards residential

devices, and possibly from there, over the Internet.

As far as mobiles are concerned, it has to be recalled that their roll-out is based on transfers

stemming from fixed networks (through termination charges) and passed onto the consumer
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through handset subsidies. In other words, for the consumer, the mobile network effects are
subsidized through equipment and not through services or free content. For that reason, mobiles
have been able to set up pricing schemes based on services rather than on access. They are able
to dedicate one-way channels to content distribution and are already in a position to value such
kind of services. Thanks to that situation, the whole mobile industry may have interest in

cooperating for standards so to benefit from the content network effects.
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3.2.Case studies
321 Thecase of one-way networks

In one-way networks, the network effects are mainly located in the content industry. Equipment
are complementary products. This induces a process of standard adoption rather favorable to

contents.

Fgure 6: Network effects and vertical relations in one-way networks

Media contents Access Equipment
Networks

Each content market is a monopoly :
strong cohesion among content
owners

Network markets are competitive :
they compete through access and
versioning

Equipment markets are competitive
too

The utility of equipment and
networks depends on the range of
contents they can provide (networks
effects are on the content side)
Contents can control technical
standards along the chain

3.2.1.1. A standardswar: Betamax versusVHS

Betamax vs. VHS is a classical example of standards war. The story is aimost a myth,
frightening innovators, telling that the best and the first to market may sometimes be the looser.
Let’stry to anayze the economic rationae of the VHS format roll-out.

The outline of this standards war is the following. The first VCR introduced on the US market
was Betamax in 1975. Its rival Matsushita Electric came with its incompatible VHS format a
year and a half later. Competition between them last until 1989 when Betamax exited the
market.

What enabled VHS format to win this battle in spite of its late arrival and its supposed lower
quality?
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First of all, the consensus over Betamax's superior quality is questionable. Klopflenstein [1989]
summarizes the debate as follows: “ Although many held the perception that the Beta VCR
produced a better picture than VHS, technical experts such as Weinstein [1984] and Prentis
[1981] have concluded that this was, in fact, not the case; periodic reviews in Consumers
Reports found VHS picture quality superior twice, found Beta superior once, and found no
difference in a fourth review”. Liebowitz [1995] insists on their technological equivalence. For
him, the real difference wastheir trade-off between tape compactness and playing time to attract
consumers. While Sony launched a paperback size tape with one-hour recording time, VHS had
bigger tapes that lasted two hours, alowing the taping of complete movies. Sony’s successive
improvements in tape length never allowed it to catch up to VHS ones. Hence, even if sound or
picture quality of Betamax was better, convenience of alonger tape made VHS equally or more
valuable.

We can distinguish two different battles in this war. They both refer to different network
dynamics, which cumulate in the end. Indeed, VCRs are complementary goods both for TV
broadcasts and for pre-recorded media. At the beginning, VCR only use was time shifting of TV
broadcast; networks effects applied soldly to tapes exchanges. With the raise of the pre-recorded
tape market, stronger indirect network effects stemmed from the content availability. It is only
at this second stage that tape and player formats had to reach a critical mass to benefit from

content network effects. And then to converge towards one single standard.

In effect, primary use of VCR was to record TV broadcast for later viewing. Content owners
claimed at copyright infringement but lost the famous “Betamax case», Universal Studios Inc.
v. Sony Corporation of America. Picker [2004] underlines that there was no requirements of
advance consent from copyright holders. They played a smal part in the roll-out of one
particular standard, as broadcast contents were available to everyone. Even if time shifting was
legal, VCRs globa market rollout was cross-subsided by TV broadcasts.

Regarding the standards war, Sony had a first mover advantage of one year and a half. But
beyond the advantages of longer tapes, VHS strategy to attract early consumers was better in
two ways. First, Matsushita began earlier to conclude agreements with other manufacturers so to
build VHS VCRs. Sony quitted its long-standing strategy only in 1977. Although Sony agreed
with Zenith, Toshiba and Sanyo, Matsushita had earlier and more numerous partners as Hitachi,
Sharp, Mitsubishi and RCA. Secondly, Matsushita led a more aggressive price strategy. Note
that cutting off its price was perhaps alowed by the economies of scale resulting from those
manufacturing agreements. As a result, Sony lost its advantage and its market share declined
below VHS in 1980.
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But the real victory of VHS happened in a second battle. In the beginning of 80's, pre-recorded
video market began to rise thanks to the development of video rental stores like Blockbuster in
the US. They made pre-recorded video affordable for a large number of customers, as tape sale
price was still high. Hence, people find interest in buying VCRs. But video rental stores had to
make a choice between the two formats to avoid duplication and storage costs. Content
digtributors probably played a crucia part in this game, as the chosen format would benefit from
strong indirect network effects from available contents. By choosing VHS they initiated
powerful networks effects and pushed Betamax out of the market. Indeed, the more affordable
and available the contents on VHS tapes, the more people were buying VHS VCRs.

This example, which is commonly used in literature, shows that in a standards war, the winner
is not necessary the best (for what?) but the one catching the network effects. What we see also
here is that network effects did not show the same nature for each product: while Betamax was
based on equipment roll-out with small network effects, VHS managed to catch the powerful

network effects from pre-recorded contents.
3.2.1.2. The broadcast flag agreement

In 1997, the US Congress decreed that television should become digital. Hollywood and the
broadcasters feared that their content would be digitally copied and released onto the Internet. In
effect, digital broadcasting enables digita reception through digital tunersintegrated to PCs able
to process (by skipping the ads) the received content and to re-broadcast it over the internet. The
FCC reacted with the broadcast flag proposal consisting in an additional signal to be embedded
into digital broadcasts. This signal should be used for preventing or permitting copying free-to-
air contents. The ATSC flag (broadcast flag) has become a standard, which hasto be included in
al digital television tuners as well as on PCs manufactured after July 1st, 2005", This decision
isthefirst of its kind directly restricting the output function of the PC.

Let’s compare the broadcast flag and the VCRs cases.

First, while VHS is a de facto standard, the broadcast flag is a de jure one. No standards war is
possible, as the broadcast flag standard is legally required. Secondly, as for copyright
protection, legal reactions contrast. As the Supreme Court ruled in favour of VCRs in Sony vs.
Universal, the FCC decided to protect digital broadcast free-to-air contents. This is coherent
with the analysis of the DMCA made in the upper part of the report. Actualy, Digital Video

3 FCC 03-273 report
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Recorders (DVRs) enhanced possibilities of time shifting and ad-skipping can still be exploited
on flagged broadcasts. The FCC decision only makes these contents protected from massive re-
broadcasting over the Internet.

The broadcast flag should be understood as a DRM. It is a digital system setting up restrictions
to the use of copyrighted content. Moreover, the broadcast flag opens new versioning
possibilities. Broadcasters may for instance make premium offers with copying possibilities and
cheaper basic offers only for viewing. Or even, content owners may accept to enlarge the width
of liberalities of use so to speed-up the roll-out of content friendly equipment. Thus, TiVo, the
DVR market leader, had requested from the FCC to open the broadcast flag to fair use
provisions: TiVo users are now allowed to share their contents with a limited number of friends
over the Internet (up to 10 TiVo devices). DVR roll-out will add utility to the existing broadcast
eguipment.

The adoption of the broadcast flag highlights significant differences between broadcast and
broadband content delivery networks. The first one lies in the fact that while the ATSC flag has
rapidly become a standard, the DRMs over broadband are still engaged in a standards war. This
situation should benefit to digital broadcast equipment, which brings to the consumer the

network effects of easily accessible legal contents without any standard uncertainty.

In effect, the broadcast networks offer comparative advantages to content owners. In those
networks, the content owners actually control the indirect networks effects brought by the
contents: the more contents are available on each network, the more valuable is the dedicated
equipment. This alows the content owners to impose their technical standards along the chain
and progressively, thanks to DRMs, to enlarge the scope of liberalities. These dynamics may be
beneficiary to the consumer. On the opposite, as we will see below, the network effects
associated with content sharing in open broadband networks may delay the surge of content

protection standards.
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322. The case of two-way networks

The strength of network effects in the broadband Internet combined with the monopoly benefits
they bring to Microsoft are favorable to a battle of DRM standards. However the differences
both in equipment and consumption practices in music and video creates two different markets.
In effect, music files are used to be played a large number of times while a movieis rarely seen
more than two or three times. Whilst music is widely played on portable devices, video is till
mainly consumed on residential displays. We will first examine the patterns of the competition
on video DRMs and then give afocus to the digital music market, where Apple has launched an

unexpected offensive.

Fgure 7: DRMs, networks effects and vertical relations in two-way networks

Access

Networks Consumer MS Windows is the key monopoly
Equipment markets (PC) are competitive
Network merkets are competitive : they
compete through access providers
Network effects are boosted by P2P
services (though this may be temporary)
They conflict with DRIV adoption

MS holds an advantage in a becoming the
DRM standard

Equipment

How could the other players resist ?

Distributors

Media contents

3.2.2.1. Competition amongst DRMs

The embedded position of DRMs in the middle of a vertical transaction chain combined with
the multiple functionaities they ambition to serve make their architecture very complex. This

complexity that we will briefly detail, does not, of course, facilitate adoption.
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A typical DRM system has the following components™*:

Content packager: places digital content (and additional rights management informa-
tion) in a protected format

- License server: generates licenses for a packaged content and activates the DRM license
service

- Financid clearing house: handles financial transactions related to license acquisition
- Contents server: may distribute the packaged content to users by various means
- DRM client: resides on the rendering device on the user’ s side.

This means that a DRM system has to be adopted by 1) Content owners, 2) Content distributor,
3) Device manufacturer, 4) The final user. To make it work, the DRMs supplier has also to
build up the license server (the decryption key distributor) and the financial clearing house.
Those services are capita intensive, subject to strong economies of scale and highly sensitive:
consumers are particularly eager at enjoying the content they have paid for. License servers and
financial clearing houses aim at allowing super-distribution services, e.g. systems where
consumers would be charged for sharing contents with some others. As of today, most of the
available DRMs only consist in packaging and de-packaging contents with very simple

liberalities.

The basic tool of DRM encryption is the language used to express the rights attached to a
content. As of today, 3 languages compete together: one (XrML) is proprietary and developed
by ContentGuard (Xerox), the two others (ODRL oriented towards mobiles, XMCL towards

RealNetworks DRMS) are license free. Each language has its group of supporting companies,

Microsoft being closer to the first one (XrML). However, Microsoft is developing its own

applications with a Windows compatible XML -based rights language.

Involving many playersin B2B transactions, the DRM market is opaque. Regarding the end use
markets, circumvented open files are till thousand times more numerous than DRM packaged
files. Moreover, the * Tweedledum and Tweedledee” standards battle makes an abjective
assessment difficult. However, Microsoft Windows Media and itsfirst challenger Real Networks
Helix, seem to take the lead. A strong sign is the fact that Movielink, the VoD platform
developed by five Hollywood studios, has chosen both Windows Media and RealNetworks

¥ Thisinformation is extracted from an internal study carried out by Thomson Corporate Research.
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DRM to package the movies distributed over the Internet. Its main competitor, Cinemanow,
(having Microsoft as a shareholder), only offers Windows Media 9. The adoption of other
products like InterTrust (Sony/Phillips), SecureMedia, Sony OpenMG, ToshibaDRMs is till

impossible to evaluate.

While RealNetworks Helix appears to be more open and interoperable than Windows Media
DRMs, it is not sure whether this will be an advantage on the long term. Windows OS market
share is so large that interoperability with other OS may not be an advantage. Moreover, the
penetration of Apple FairPlay (embedded in the iPod and the iTune MusicStore) should
encourage disintegrated music on-line distributors to choose Windows Media 9. When ever
those distributors start selling video on-line, Windows Media 9 will be their natural DRMs

choice.
All the four tacticslisted in “ Tweedledum and Tweedledee” (8§ 7.1.4.1) appear in the battle:

- Microsoft wants to build on an early lead and is closely followed by Helix. Both firms
frequently announce new partnerships, new customers. However, no figures are

available regarding Movidink or Cinemanow effective sales.

- Both Microsoft and RealNetworks attract developers of DRMs packages, the first
through cheap license prices, the second through its open DRM language.

- Both of them make regularly new product announcement.

- Being ajoint product, their price commitment can be seen through the fina offer video
on demand (VoD) services. Movidlink for instance partners with AOL so to offer a
movie on demand to AOL customers for US$ 0.99. Cinemanow offers unlimited
viewing for US$ 9.95% a month and US$ 49.95 a year. Those conditions, — comparable
to on-line music prices, though handling files one thousand times smaller —, clearly
involve subsidized prices on each component: broadband delivery, digital platform,

content rental fee, DRM fee...

These strategies occur a an infant stage of the broadband utilization. However, because they
conflict with large network effects, time to market is difficult to assess. As widely commented

above, VoD will belong in taking off as its competes with free circumvented contents.
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3.2.2.2. DRMsand the digital music market

The first noticeable fact about the digital music market is Apple® supremacy. Opened in April
2003, iTunes Music Store holds 70% of the US market and expands overseas. However, the
competition in non Anglo-Saxon countries may incur high additional costs in adapting the offer
to the local markets: purchase of loca titles and integration to the platform, competition with

|local retailers, etc.

Fgure 8: Market shares in the US digital music market

December 2003 to July 2004
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Therefore, doubts arise on the future of this domination. Let’s assume that competition in this
emerging market is centered on the standards war between DRMs. It means that strategies and
aliances among the different players are largely determined by their attitude towards standards.
The rules of the battle are clear: one has to attract as many users as possible to reach a critical
mass and benefit from networks effects. The question is what are the network effects in that

case?

DRMs are complementary both to contents and equipment, but for the time being, the DRM
music market is hampered by file sharing on P2P networks. As we have seen before, P2P
circumvention is a cross-subsidy to broadband and broadband compatible equipment. The
standards war is then a two-period game. Comparably to the Betamax case, during the first
period, equipment (PCs and MP3 players) is rolled out. Equipment pulls with it various on-line
music stores selecting a DRM system. The end of the period comes when P2P utility steps
below DRM music. Then, if network effects arising from contents are strong enough, the system

best suited to DRM music should win the war. If not, two systems can coexist.

MEDIANET
IST-Project: FP6-507452

49/59



Economic Analysis of DRMs

While Microsoft is standing on its Windows supremacy over the PC, Apple has launched an
offensive to conquer the MP3 player market. It is now followed by Sony with the same strategy.
iTunes Music Store and Sony Connect offer songs including proprietary DRMs (FairPlay and
Open MG) solely compatible with their own portable player. They refuse to license their DRM
technology to other digital music distributors and portable players manufacturers. The only
exception is the agreement between Apple and Hewlett-Packard that enables HP to construct a
perfect clone of iPods. This strategy focuses on the success of portable players rather than on

digital music distribution. Music Stores are only there to offer alegal complement.

Appl€'s strategy is based on the fact that music compression allows to merge within the same
portable device a music player and a music library. The iPod then becomes a music gateway
able to follow the user in al his moves: home, office, gym, car, holyday... This characteristic
combined with a friendly operating system has alowed the product, athough the most
expensive in the market, to reach the largest market share. The question is. how long will Apple
keep this advantage? How, if it loses it, will it deal with competitors? The HP deal shows that
the company has learnt from the Maclntosh era: it is ready to license its technology so to

increase its global market share.

Appl€'s current advantage is based on its hard disk technology offering up to 60 GBytes
capacity. A 40GB hard disk can host about ten thousand MP3 titles compressed at 128 Kbps.
For comparison, CD-MP3 devices, athough less flexible, are limited to two hundred titles and

flash memory playersto fifty. “ Traditiona” CD players were only playing fifteen.

Table 2. Memory capacity of MP3 players.

Hard-disk based Hash memory players CD-MP3 players
players

Storage capacity 15t060GB 128MBto 1GB 650 to 800 MB

The roll-out of iPods is then also the one of digital portable libraries. Such libraries will impact
the future format of digital music. Appl€'s strategy is not only to roll-out players, but also to
host as many personal music libraries as possible. The table and figure below show how iPods
(to which should be added HP- iPods) dominate the portable players market.
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Table 3; portable players market shares in September 2004

Apple Hewlett- ! . .
C or P d Rio Creative iRiver
Hard drive-based music players 87,3% 3,6% 2,8% 2,6% 15%
iRiver Rio Digital Way RCA Samsung
Hash-based music players 18,8% 18,6% 15,8% 8,8% 6,2%

Source: NPD Group

The iTunes MusicStore that distributes Apple FairPlay DRMs supplements this roll-out. In

order to get network effects and to enforce competitors to be as liberal as it is, FairPlay

innovates in granting liberalities of use. It allows:

- Ultilization on 5 different computers

- Unlimited transfers towards i Pods.

- Unlimited burning on CDs for one title, but limited to 7 times for the same play list (to

avoid massiveillicit copies).

- By opposition to subscription models like Napster or PressPlay, music utilization is not
conditioned to the loyalty to the service. Possession is unlimited in time. Buys on

iTunes are purchases and not rentals.

Figure 9: MP3 music player market in 2004

80%

58,6%
60%

40%

20%

7,1% 6,2%

A 3.2% 2,4%
0% - | | . | | . [ ] : —1 : —
Apple Rio iRiver Digital Way Creative Hewlett-
Packard

Source: NPD group

Real Networks and Microsoft follow a different way, trying to have their DRMs technology —

WMA DRM and Helix — in as many music stores and portable players as possible. Because

Helix is open, Microsoft sells very cheap licenses. They both have their own on-line music

store. But they enable others to use their technologies. Moreover, as they don®brand portable
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players, they try to attract as many manufacturers as possible to embed their DRMs. Moreover,
while Apple and Sony concentrate on their integrated MusicStore, competition in music retail
helps Microsoft and Helix. Because they can’t get FairPlay, the historical distributors, either
generdists (like WalMart or Amazon.com) or specialized in cultural goods (like VirginMega or
Fnac.com in France), and pure plays like Napster, are buying WMA or/and Helix.

But Apple® proprietary strategy combined with its big market shares in both digital music and
portable integrated libraries remains an obstacle. Digital music distributors suffer from their
incompatibility with the iPod. Rea Networks reacted strongly by launching (thanks to reverse
engineering) the Harmony software making its music stores offers compatible with iPods. Some
other inform their customers that WMA-DRM files can be played on iPods through burning and
MP3-reencoding. The ongoing DRMs standards war provides incentives for customers to

circumvent DRMs technologies.

The landscape following the MP3 digital librairies roll-out will determine the path of the second
period. Whether Apple, possibly partnering with the cell phone industry, succeeds in becoming
amusic gateway or not, will depend on how eager for P2P its competitors will remain, and what

will be the standards war issue. It is still too early to make a prognosis.

4. Conclusion : Implication for open communication networks

4.1. The central place of DRMfor content delivery roll-out on open networks

Asfar as open architecture networks are concerned, efficient DRMs and content protection are a
pre-requisite to legal content distribution. Indeed, content owners advance consent is required.
They won't make their works available if they are not sure that they will be protected. Open
communications networks are the most exposed to content massive circumvention. Hence,
DRMs have to be efficient enough to recreate, together with content protection, a dedicated

channel between the content provider and the final user.

But DRMs are more than a necessary condition. First, they offer two types of possibilities for
content owners to increase their revenues over open communication networks. On the one hand,

their protected legal status enables content owners to determine the liberalities they want to be
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attached to their works. They can override copyright law exceptions like fair use and make their
own trade-off between protection and value to the consumers. On the other hand, DRMs allow
digital networks to offer more versioning possibilities than physical distribution or anaogica
broadcast networks. It means that content owners might better extract consumers willingness-
to-pay and increase their profits. Secondly, these new versioning possibilities may improve
overall socia welfare by alowing more people to access the good and more consumers to be
served. Nevertheless, these benefits won® happen until the customers become familiar with

theses new variations in content offers, until DRMs are rolled out.

4.2.\What may prevent the roll-out of DRMs?

Nevertheless DRMs roll-out, especially within an open architecture, is chalenged by three

major obstacles.
Internet flate rate access pricing

First, beyond the content issue, the current economic model of Internet access (flat rate access
pricing) does not favor non free open services. people usualy want to get as much as possible
from their flat rate connection. They may also be suspicious about buying too much on open
access networks. More and more pay services like TV distribution or video-conferencing
happen to be developed by DSL or cable operators through dedicated channels. This raises

critical issues about added-value services on broadband networks.
Circumvention subsidy and DRMs vs. free contents competition

Secondly, this analysis shows that in broadband networks, pay content distribution conflicts
with the network effects pulling the roll-out. While circumvention subsidizes these effects, it
stimul ates the adoption of all kind of widely compatible equipment. Nobody knows what are the
irreversible effects of such dynamics. Moreover, as digital equipment is subsidized by

circumvention, equipment manufacturers can afford the cost of a DRMs standards war.

A condition for DRMs to be adopted by consumersisthat the “virtual” network effects resulting
from the legal content offer overwhelm the “literal” network effects boosted by circumvention.
This supposes first that free content is not accessible anymore through sharing, at least with the

same comfort as pay content. And then, that content availability brought by sophisticated DRMs

MEDIANET
IST-Project: FP6-507452

53/59



Economic Analysis of DRMs

increases the consumer’s demand. As every device is still more designed so to offer maximum
compatibility in reading, saving and sending content, it is difficult to forecast when such a U-

turn will occur.

Competition between open and dedicated networks for content delivery

Content owners may push aternative networks, including physical distribution, less exposed to

circumvention and not subject to standard uncertainty.

This anaysis shows that content encoding standards are easier to emerge in dedicated

digtribution networks than in open communication ones.

Beyond their advantage of offering wider broadband access, broadband open networks compete
through DRMs and content protection with other distribution means on the best and soonest
valuation of content delivery. Quality and density (high definition) which are the competitive
advantages of broadcast, together with the broadcast flag standard, will play arole in that field.
M obile phones whose network roll-out model is based on equipment subsidies, by opposition to
content subsidies, will certainly also matter. Maobiles are able to set up one-way dedicated
channels for content delivery. They are Microsoft free and developing their own standards.

They aready account for much of the music on-line and might become significant in video too.

One of the consequence is that broadband open networks may give priority to two-way
communication services like network gaming, video conferencing, free content communication,

rather than to pay models for digital media content distribution.

Our assessment of DRMs competition and overall impact should therefore also grasp aternative

network strategies for distributing copyrighted digital content.
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APPENDIX 1

A SIMPLE MODEL OF IP LAW TRADE-OFF BETWEEN INCENTIVES TO CREATION AND SOCIAL
BENEFTS OF DIFFUSION.

VARIAN [2004]

Varian [2004] gives a ssimple model of copyright law first trade-off, comparing the social
benefits and costs under the protected and the unprotected periods.

He supposes that various works can be created, each of which having the same value to users.

The works are ordered by their (different) fixed costs, K(n) being the fixed cost of the work
with the nth largest fixed costs. R m stands for the monopoly revenue received during the
protected period. T isthe number of years of protection.

The work will be supplied only if its present value (the actualized sum of revenues of the
protected period) exceedsits fixed costsi.e. if

.
e "Rw.dt3 K(n)

0

N(T)is the number of creative works that will be created if the protection lasts T years.
N(T) increases with T.

Uwm is the consumers’ benefit per period under the monopoly period and Uc their benefit per
period when works are no longer protected. Uc > Uw.

IP law determines T by maximizing the present value of social welfare, that is the sum of the
welfare over the two periods, minus the fixed costs of production.

T ¥
W(T)= €"Uudt+ e"Ucdt- K(n(T)

0 0

Anincreasein T decreases the consumers welfare because Uz > Uy in one hand, but increases
the supply of works on the other hand.

Theoptimal T isfound when the marginal value of the incremental piece of intellectua property
will equal the socia cost of the delayed availability of the property that has already been
created.
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APPENDIX 2

THE WILLINGNESS TO PAY FOR QUALITY: GRAPHIC ANALYSIS

The graph below represents a consumer’ s willingness to pay for a good which quality may vary
from 1to 4.

- A
willingness
to pay

4units of quality

The consumer is willing to pay A for the basic good with one quality. For an additiona unit of
quality, he will additionally pay B. Hence, he's willing to pay A+B for the good with two
quality units. Following on, he will accept to pay A+B+C+D for the good with four quality
units..

Note here that D<C<B<A. Assuming a saturation effect, we can indeed expect that the
consumer’ s willingness to pay for an additiona quality unit will decrease to zero with quality
going to infinity. The consumer will thus accept to pay C(<B) for the third additional quality
unit, and D(<C) for the fourth.
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Assuming a continuum of quality, we get a decreasing curve wtp(q) similar to the one

represented below. In this case the consumer’s willingness to pay for a good with quality Q is

Q

equa to era E =

wtp(u).du. Versioning strategies assume that there are severa types of

0

consumers and then several curves representing willingness to pay for quality.

willingness
to pay

A

witp(q)

quality

MEDIANET
IST-Project: FP6-507452

59/59



